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Hatton Academies Trust

Data Protection Policy

1. Introduction
This policy applies to all personal data held by the Hatton Academies Trust (herein
referred to as the Trust). It encompasses paper records; data held electronically,
including CCTV, of whatever type and at whatever location, used by the Trust.
The Trust Board of Directors have designated the Director of Finance and Operations as
the person who has overall responsibility for the Trust’s compliance with the Data
Protection Act.
The obligations outlined in this policy apply to all those who have access to personal data,
whether they are employees, governors, Directors, employees of associated organisations
or temporary staff. It includes those who work at home or from home, who must follow the
same procedures as they would in an office environment.
Any individual who knowingly or recklessly processes data for purposes other than
those for which it is intended or makes an unauthorised disclosure is liable to
prosecution. All individuals permitted to access personal data must agree to comply with
this policy.

2.

POLICY STATEMENT

The Trust will comply with the terms of the Data Protection Act 1998 and any subsequent
relevant legislation, to ensure that personal data is treated in a manner that is fair and
lawful.
There are eight enforceable principles of good practice contained in the Data Protection
Act 1998. These state that personal data must be: 







Fairly & lawfully processed;
Obtained only for one or more specified and lawful purposes;
Adequate, relevant & not excessive in relation to the purpose for which it is
processed;
Accurate and kept up to date;
Not kept for longer than is necessary;
Processed in accordance with the data subject’s rights;
Secure
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Not transferred to a country outside the EEC unless that country ensures an
adequate level of protection for the rights and freedoms of data subjects in
relation to the processing of personal data.

2.1 Data Collection
Only relevant personal data may be collected and the person from whom it is
collected will be informed why the data is being collected, of the data’s intended use and
any possible disclosures of the information that may be made.
Privacy notices will be issued to all persons from whom personal data is collected. Two
versions will be used – one in respect of students’ personal data and the other in respect
of all other personal data. These are appended to this policy.
2.2 Processing
All processing of personal data will comply with the Data Protection Principles as defined in
the Data Protection Act 1998. In the situation where data is processed by a third party,
the third party will be required to act in a manner that ensures compliance with the Data
Protection Act 1998.
Data will only be processed for the purpose for which it was collected and will not be used
for incompatible purposes without the consent of the data subject.

2.3 Data Storage
The Trust will hold the minimum amount of personal data necessary to enable it to
perform its functions. The data will be erased once the need to hold it has passed.
The Trust will store personal data in a secure and safe
manner.
Electronic data will be protected by standard password and firewall systems operated by
the Trust.
Personal data, the loss of which could cause damage or distress to individuals, which is
used or stored on portable or mobile devices will be encrypted using encryption software
which meets the current standard or equivalent. This applies to all laptop computers and
portable memory devices (including memory sticks etc)
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Computer workstations in administrative areas will be positioned so that they are not
visible to casual observers.
Manual data will be stored where it not accessible to anyone who does not have a
legitimate reason to view or process that data. A clear desk policy should be in place in all
offices in Academies within the Trust.
Particular attention will be paid to the need for security of sensitive personal
data.
2.4 Data Checking
The Trust will ensure that all academies issue annual reminders to staff and
parents/carers to ensure that personal data held is up-to-date and accurate.
Any errors discovered will be rectified and, if the incorrect information has been disclosed
to a third party, any recipients informed of the corrected data.

2.5 Data Disclosures
Personal data will only be disclosed to organisations or individuals for whom consent has
been given to receive the data, or organisations that have a legal right to receive the
data without consent being given.
When requests to disclose personal data are received by telephone it is the responsibility
of the member of staff taking the call to ensure the caller is entitled to receive the data
and that they are who they say they are. It is advisable to call them back, preferably via
a switchboard, to ensure the possibility of fraud is minimised.
If a personal request is made for personal data to be disclosed it is again the responsibility
of the member of staff to ensure the caller is entitled to receive the data and that they are
who they say they are. If the person is not known personally, proof of identity should be
requested.
Requests from parents/carers, students or any other party for printed lists of the names of
students in particular groups should be politely refused as permission would be needed
from all the data subjects contained in the list.
Personal data will not be used in newsletters, websites or other media without the consent
of the data subject.
Routine consent issues will be incorporated into the Trust’s student data checking
sheets, to avoid the need for frequent, similar requests for consent being made by the Trust.
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Personal data will only be disclosed to Police Officers if they are able to supply a
relevant document which notifies of a specific, legitimate and authorised need to have
access to specific personal data.
A record will be kept of any personal data disclosed so that the recipient can be informed if
the data is later found to be inaccurate.
2.6 Subject Access Requests
If the Trust receives a written request from a data subject to see any or all personal data
that the Trust holds about them this will be treated as a legitimate Subject Access Request
and the Trust will respond within the recommended 40 day deadline.
Informal requests to view or have copies of personal data will be dealt with wherever
possible at a mutually convenient time but, in the event of any disagreement over
this, the person requesting the data will be instructed to make their application in
writing and the Trust will comply with its duty to respond within the 40 day time limit.

3. Data Confidentiality and Security
Personal data is confidential and confidentiality must be preserved in compliance with
the Data Protection Principles as defined in the Data Protection Act 1998.
Paper records will be managed so that access is restricted to those who need to use the
information and stored in secure locations to prevent unauthorised access.
Computer systems will be designed and computer files created with adequate
security levels to preserve confidentiality. Those who use the College’s computer
equipment will have access only to the data that is both necessary for the work they are
doing and held for carrying out that work.

4. Ownership of Data
Each Academy within the Trust is responsible for the personal data that it holds. This
responsibility extends to any data that is processed by a third party. The Academy will
hold a record of all data files that it owns containing personal data, whether on paper or
electronic media. Where required, the department will provide the necessary information
to the Director of Finance and Operations to facilitate the notification of the data to the
Information Commissioner.
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5. Policy Review
This policy will be kept under review in order to keep it in line with relevant
legislation and modifications authorised in line with the authorisation and issue process as
set out below.
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Appendix 1.

PRIVACY NOTICE
To All Employees of Hatton Academies Trust

Privacy Notice - Data Protection Act 1998
We [Hatton Academies Trust] are the Data Controller for the purposes of the Data Protection Act.
Personal data is held by all Academies within Hatton Academies Trust about those employed or
otherwise engaged to work in our Academies. This is to assist in the smooth running of the
organisation and/or enable individuals to be paid. The collection of this information will benefit both
national and local users by:
•
•
•
•
•
•

Improving the management of school workforce data across the sector;
Enabling a comprehensive picture of the workforce and how it is deployed to be built up;
Informing the development of recruitment and retention policies;
Allowing better financial modeling and planning;
Enabling ethnicity and disability monitoring; and
Supporting the work of the School Teachers’ Review Body.

This personal data includes some or all of the following - identifiers such as name and National
Insurance Number and characteristics such as ethnic group; employment contract and remuneration
details, qualifications and absence information.
We will not give information about you to anyone outside the Trust without your consent unless
the law and our rules allow us to.
We are required by law to pass on some of this data to:
•
•

the Local Authority
the Department for Education (DfE)

If you require more information about how the LA and/or DfE store and use this data please go to
the following websites:
•
•

Northamptonshire County Council (www.northamptonshire.gov.uk) and
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data

If you are unable to access these websites, please contact the LA or DfE as follows:
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FOI/Data Protection Team
Northamptonshire County Council
Room 223
County Hall
Northampton
NN1 1ED
e-mail: dataprotection@northamptonshire.gov.uk

•

Public Communications Unit
Department for Education
Sanctuary Buildings
Great Smith Street
London
SW1P 3BT

Public Communications Unit
Department for Education
Sanctuary Buildings
Great Smith Street
London
SW1P 3BT
Website:

https://www.gov.uk/government/organisations/department-for-education

Email:

info@education.gsi.gov.uk

Telephone:

0370 000 2288.
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